In Critique of RoboLaw: the Model of SmartLaw
Dr. Paulius Astromskis 1

In lieu of introduction: critique of RoboLaw
The inspiration of this paper stems from the final report of the RoboLaw 2 initiative. Although perfectly aimed
to offer an in-depth analysis of the ethical and legal issues raised by robotic applications, and very
impressive in the consortium of the intellectual power 3, the report appeared rather limited in the execution,
choice of question, disclosure of methodology and thus – conclusions.
The answer to a research question raised in RoboLaw 4 “whether new regulation is needed or the problems
posed by robotic technologies can be handled within the framework of existing laws” is rather too obvious. It
has been clearly and convincingly established by the Industrie 4.0 Working Group 5 report that “existing
legislation will also need to be adapted to take account of new innovations”, therefore requiring not only to
ensure legal compliance of new technologies, but also to develop the regulation framework in a way that
facilitates innovation 6. Moreover, in its scale, scope, and complexity, the transformations are unlike anything
humankind has experienced before Schwab 7. Therefore, it was clear before RoboLaw report had come out,
that there is an obvious need for a new framework of laws. In fact, regulation urges for a nuclear option - a
complete reinvention of regulation.
Accordingly, the research question chosen in RoboLaw group deserves critique and requires amendment.
Having in mind the exponential development of the technology, the laws made by humans on robots are far
from satisfactory. Standard regulation model is failing. Happily, besides the laws on robots, there are
exponentially developed alternatives of laws by robots and laws in robots 8. Accordingly, in search of ways to
reconcile regulation and technology, we should turn to the fundamental roots of the regulation framework per
se in the context of existing and emerging technologies. Which of the regulation alternatives would be the
most efficient and just in the context of probable singularity age? In other words, the issue is whether
humans are and will remain to be more efficient regulators than intelligent machines and if not, whether it is
safe to delegate these activities to an artificial object 9.
Furthermore, the methodology of the RoboLaw research has been based on two internal reports (i) on the
methodology to analyze existing regulatory provisions, and (ii) on the methodology for identifying and
analyzing ethical issues in robotics research and applications 10. However, these reports are not accessible to
public. Undisclosed instruments used for data collection and processing make it difficult to assess and
develop the research issues. Accordingly, the methodological disclosure of RoboLaw report also deserves
critique. Of course, the impressive team of scholars that delivered the methodological parts and performed
desk research and expert consultations 11 clearly deserves the presumption of validity and
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representativeness. However, the need to amend the research question alone is enough to revise the
methodology.
To summarize, the problem of the research is that it is unclear how we should modify the standard regulation
framework in order to achieve the most efficient reconciliation of law and technology.
Having it said, the aim of this study is to analyze the standard regulation framework by describing and
explaining its elements and failures, and consequently developing the conceptual failure-free regulation
framework in the context of technological singularity.
Thus, the object of this research is regulation framework.
Execution of four tasks should allow achieving the aim of this research and solving the problem:
1)
2)
3)
4)

to reveal the elements of the standard regulation framework;
to develop the methodology for the illustrative research of the standard regulation framework’s failures;
to describe and explain the volumes and nature of the standard regulation framework’s failures;
to develop the conceptual failure-free regulation framework in the context of technological singularity.

Accordingly, this research consists of four parts. The first part presents the analysis of the standard
regulation framework and its elements within the theoretical context of ontology of law and institutions. The
second and third parts describe the methodology and illustrative research of the standard regulation
framework’s failures. Having indicated the reasons of these failures, the fourth part is used to present the
conceptual failure-free regulation model in the context of emerging technological singularity, and thus to
contribute to knowledge, wisdom and understanding of regulation issues in the context of technological
evolution.
1.

The elements of the standard regulation framework
This part of the paper provides the inductive analysis of the standard regulation framework and its elements,
thus completing the first task of this research. In order to achieve it, the first sub-part introduces ontology of
law and institutions. The second part is meant to describe the approach to the need of regulation, while the
last sub-part summarizes it all into the standard regulation framework.

1.1. The ontology of law and institutions
This sub-part introduces the theoretical context of ontology of law and institutions. The particular description
of the traditional views to legal and institutional approaches and synthesis of the findings allows capturing the
key context for further analysis.
The traditional legal theory rests on the idea that law starts with the idea of law (primary level of law), which
then turns into the legal rules (second level), leading to legal relationships (third level) 12. The flow of law runs
through these levels both ways – from the idea to relationships and vice versa - from relationship to the idea
of law, as shown in the Figure 1 below.
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Figure 1: Ontological levels of law

According to this ontological understanding, the idea of law has impact on legal relationships (and vice
versa) through the intermediary – regulators (legislative, executive and judicial branches of government).
The legal rules have to be chosen within the context of the idea of law that limits the discretion of regulator
and has to be reconciled with the actual legal relationships. Thus, on one hand, every legal norm is a
consequence of some idea of law, i.e. some fundamental values of a given society. On the other hand, the
need for regulation stems from the actual legal relationships (transactions) between the members of that
society.
Such cycle of law ensures continuous evolvement and innovation of legal relationships. As society and
relationships are evolving, at some point the regulation stops and thus ensures efficient and just results of
everyday transactions. This tension, naturally, forces the regulator to review the law. This, in turn, may press
to review if understanding of the idea of law is in compliance with the needs of modern legal relationships.
Thus, the evolution of the everyday transactions between members of society may also demand for the
evolution of its fundamental values. Accordingly, this cycle ensures the reconciliation of fundamental values
(ideas of law) with everyday transactions (legal relationships).
Williamson 13 has set similar structure of institutions. The difference from the ontology of law is that
Williamson has grouped the institutions into four rather than three levels. According to him, the very highest
level belongs to informal institutions, customs, traditions, religion. Beneath the level of formal rules of the
game is drafted. Following these rules, the governance of the play of the game is on the level below. Finally,
at the bottom, there is a level of resource allocation and employment. These levels are related to each other
in the same way as in the legal theory. Lower level determines the development of higher level and vice
versa, as demonstrated in the Figure 2 below.
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Figure 2: Structure of institutions

According to Williamson, the institutions at the top level change very rarely – once every 100-1000 years,
thus they are characterized by long term and high impact on the entire system. The institutional environment
(formal rules of the game) is changing every 10-100 years, and the governance institutions that play the
game – every 1-10 years. The resource allocation and employment (bottom level’s institutions) are changing
and developing continuously 14.
Although it is beyond the scope of this research, the periods anchored by Williamson are rather disputable in
the era of disruptive technological development and should be empirically re-tested. However, the basic
approach to the differences in the speed of changes is acceptable as a presumption. The disputable timing
of these changes is irrelevant for general illustration of the structure and correlations between the
institutions.
Thus, Williamson described the relations between fundamental values of society and the individuals of that
society similarly to the works of legal philosophers. Accordingly, the legal and economical perspective rests
on the assumption that the regulator acts as an intermediary between society and fundamental values of that
society. This gatekeeper approach to regulator forms the basics of the public law, with the duty of the
regulator to preserve the fundamental values of society and the delegated power to regulate the resource
allocation and employment.
The difference between the views of lawyers and economists lies in different approach to the unit of analysis.
While lawyers start their analysis from the pure idea of law (top level), economists see the transaction
(bottom level) as a unit of analysis 15. That is, the legal approach is based on the belief that the need for
regulation comes from the need to achieve and preserve fundamental values of that society 16, while the
economists see this need arising from the efficiency of transactions 17.
In other words, the lawyers are reasoning the regulation of market through the lens of perfect rule of law,
while economists – through the lens of transaction costs. Although these differences play major role in the
methodological context, the alignment of the theoretical structures clearly manifests common approach to
the framework of the society structure, as demonstrated in the Figure 3 below:
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The legal principles and laws imposed on society by regulators as the result of the interpretation of top-level
values, of course, may work preemptively. However, the need for regulation that arises from the daily
transactions’ failures will always be reactive. The reactive nature means that at least one transaction (the
precedent) has failed and the purpose of law here is to fix the wrongdoing, on one hand, and to set the rule
for the analogous transactions of the future, on the other. This type of regulation has to go through the linear
system of checks and balances before turning into law. This system is crucial for ensuring that the law would
preserve the fundamental values of society and would remain within the competence of the regulator. This
process of checking and balancing takes time, incurs costs and is object of the quality inquiry, i.e. whether
the passed law fixes the precedent wrongdoing and disciplines the society by preventing analogous market
failures. Accordingly, the description of speed, cost and quality variables should be sufficient to understand
the failures of the reactive nature of law.
Therefore, in order to find the fastest, cheapest and quality-ensuring way to regulate the disruptive markets,
transaction serves as the unit of analysis, whereas the economic analysis of law is used as the governing
approach to the studies of regulation problems.
1.2. The anatomy of transaction and the reasons of its regulation
Transaction is a process of exchanging scarce resources 18. The Civil Code of Lithuania 19 (article 1.63) also
sees the procedural nature of transaction as the actions of persons intended to create, modify or extinguish
civil rights and duties.
Therefore in order to change (quash or modify) legal status quo of a person, one has to act, thus resulting in
his/her new status. Accordingly, this transaction starts with the need (incentive), the action (manifest of the
will through activity or silence) and result elements. The incentives for some actions and actions themselves
might be either in alignment with the fundamental values of the society, or not. Although it is out of direct
scope of this research, the correlation between gracefulness of the incentives, actions performed and the
result, is not obvious. Presumably, there might be transactions where one has highly positive incentives;
however, actions performed might be grossly unacceptable, or vice versa. In either combination of incentives
and actions, the result might be efficient (and thus – just 20), or not.
Due to uncertainty, bounded rationality, opportunistic actions or scarce resources, the result might not be as
welfare enhancing as was expected, despite the graceful incentives and the best performance. The Figure 4
below provides conceptual visualization of the single transaction process.
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The analysis of transactions and regulation issues thereof may be performed using the market failures’
framework, developed mostly by Williamson 21. The centerpiece of this framework is an illustrative proposition
known as the Coase Theorem. By using an example of crop damage caused by straying cattle, Coase
proposed the following:
”it is necessary to know whether the damaging business is liable or not for damage
since without the establishment of this initial delimitation of rights there can
marked transactions to transfer and recombine them. But the ultimate result
maximizes the value of production) is independent of the legal position if the pricing
is assumed to work without cost“ 22

caused
be no
(which
system

The theorem has been stated in numerous ways and is subject to enormous amount of theoretical and
empirical controversy 23. The general claims of this theory may be summarized by (i) “efficiency hypothesis”
i.e. regardless of how rights are initially assigned, the resulting allocation of resources will be efficient, and (ii)
“invariance hypothesis”, i.e. the final allocation of resources will be invariant under alternative assignments of
rights 24. In other words, under the assumption of zero transaction cost, the outcome of transactions will be
efficient regardless of the legal regulation. That is, if transactions are costless, the allocation of rights or
obligations is irrelevant. The transactions will always be efficient, legal rights – perfect and legal certainty –
absolute. Accordingly, if law is irrelevant and the outcomes of transactions are always efficient, the state of
zero transaction cost also means the state without the need for laws and lawyers – the state of selfgovernance.
Realizing that such proposition is too naïve to consider seriously, the state of zero transaction costs was
always an utopian idea - “a very unrealistic assumption”, according to Coase 25. Indeed, neither science, nor
fiction has ever demonstrated complete and persuasive view of what it would be to live in the world where
there is no need to have legislative, executive and judicial branches of government. Thus, the real message
of Coase was to study the World with positive transaction costs 26 – the World with the market failures.
Transaction costs are also seen as a difference between perfect world and real world. These costs are also
defined as the “costs of running the economic system” 27 and conceptually equated to “frictions in physical
systems” 28, constituting the major economic efficiency problem 29. Moreover, since efficiency and justice
coincide in many ways 30, the transaction costs create a legal problem, as well. Thus diminishing of the
transaction costs is the prime aim of regulation and regulators 31.
Coase has determined three stages of transaction process that comes at certain cost 32: (i) Search costs that
are necessary to discover who wishes to deal with one, to inform people that one wishes to deal and on
what terms, (ii) Negotiation costs that are necessary to conduct negotiations leading up to a bargain and
formalization of it; (iii) Control costs that are necessary to undertake the inspection needed to make sure
21
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that the terms of the contract are being observed, and so on. These operations, according to Coase, are
“sufficiently costly at any rate to prevent many transactions that would be carried out in a world in which
the pricing system worked without cost” 33. And of course, the more there are efficient transactions, the
better off is economy and welfare of its actors.
The necessity of research, drafting and control arises mostly because sometimes people fail to keep their
promises. A promisee is always at risk that a promise given will differ from the true will or the true actions of
the promisor. That is, there is always a risk of asymmetry between the ExAnte promised and ExPost
received value of the promise. In order to diminish the risks of these transaction costs in the future, the
promisee has to invest in pre-transaction research, analysis of data and development of the protection
instruments (legal or physical). These costs of transacting are incurred ExAnte.
Of course, the more ExAnte investments are made, the less is the risk of post-transaction breach. However,
human body, mind and resources have their limits, which together with future uncertainty make it impossible
to determine a complete set of risks and to employ preemptive means to avoid all of them. Moreover, every
symbol or action (even silence) used in the pre-transaction process has its own hermeneutical risk, which
might be the source of misinterpretation and hence error in the enforcement procedure. Lastly, pretransaction investments are based on the assumptions about future events, which are impossible or too
costly to determine with absolute certainty. Despite the fact that future risks are only probable, the
investments in security measures are inevitable. Due to these shortages, the transacting person may decide
to absorb the costs of incomplete transaction 34. Accordingly, most of transactions are incomplete and not
self-enforceable due to the risk of uncertainty, opportunistic behavior of others or enforcement errors.
If ExAnte stage protection fails, the parties are forced towards the process of adaptation through the state
enforcement tools and/or sunk cost. In any of the aforementioned scenarios, the parties suffer from failures
of protection in the pre-transaction stage. These are the ExPost transaction costs.
According to Richard A. Posner 35, Transaction Costs (TC) are the sum of ExAnte costs (x) and risk (y) that
ExPost costs (z) might occur. Thus, the sum of transaction costs might be expressed as:

In the zero transaction costs (ideal) society, there are no ExPost transaction costs (y = 0). In this case
y * z = 0 and thus none of the safety measures is required. Accordingly, x = 0 and TC = 0. Hence,
transactions are self-enforcing and the demand for regulation and enforcement services disappears. The
market is working without any costs or need for law or lawyers. However, since the zero transaction cost
state is deemed to be utopian, a state without ExPost transaction costs (y = 0) means that protection in the
pre-transaction stage is complete, with perfect rationality and full certainty of a future.
In either way, costless society is indeed a very unrealistic assumption and by solving regulation issues we
shall examine the variables that cause market failures. These variables (either ExAnte or ExPost) were
identified and elaborated by Williamson 36 (and others) and may be summarized into such groups:
1)

Bounded rationality, which describes the limited cognitive competences and lingual limits of people 37;

2)

Opportunism, which describes the self-interested nature of people that is sometimes led by the
element of the guile in transaction 38;

33
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3)

Uncertainty, which describes the future state of nature, price and demand levels, innovations, legal
and behavioral instabilities and many other characteristics, which are unclear and which make it
impossible to predict the outcome of one’s promises 39. Uncertainty and bounded rationality are
sometimes characterized as informational and cognitive inability 40.

4)

Asset specificity, which usually describes six types of specific assets 41 that create critical dependency
on the scarce resources, and identity of the transacting actor 42.

The bounded rationality and uncertainty make it impossible to evaluate all the risks related to relevant
transactions and safeguards at the ExAnte stage. Thus all transactions are incomplete 43. Opportunism and
asset specificity make all transactions not self-enforcing, which in turn creates the demand for governance
system (i.e. laws and lawyers). The Figure 5 below visualizes these transaction cost variables that cause the
market failures and demand for regulation.

Figure 5. Transaction cost factors (adopted from Ruester 44)

Accordingly, since the major task of regulation is to diminish transaction costs, with regard to ExAnte costs it
implies the duty to foster access to data and computing power to process it (thus diminishing perils of
uncertainty and bounded rationality), and with regard to ExPost – the duty to foster accessibility to
governance system and diminish dependency on scarce resources (thus diminishing the perils of
opportunism and asset specificity).
1.3. Summary of the standard regulation model within the theoretical context of the structure of law and
institutions
The market failures are fixed with the help of regulation – laws made by regulators using the powers
delegated to them by the society. The discretion limits are usually analyzed through the lens of fundamental
values of the society, such as right to life, liberty and pursuit of happiness (property).
Having it said and previously presented the approach to the structure of society, elements of transaction and
the variables of its failures, the conceptual model of regulation, integrating fundamental values of society,
regulators, transaction and variables of its failures has been developed (see Figure 6).
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Figure 6. Standard model of regulation in theory.

At the top level there are fundamental values of society. There the transition from fundamental values of
society to the level of regulation and back is implemented. It means that fundamental values of society
determine certain limits of regulatory discretion; however regulatory institutions (e.g. parliament, courts, etc.)
may also transform the understanding of fundamental values of society.
The middle part of the model is the level of regulation, where regulatory institutions are forming regulatory
measures and vice versa - the need for regulatory measures shapes the institutional setting. It encompasses
the setting of laws and lawyers, i.e. the linear system of three branches of government with all the checks
and balances. At the middle level the transition from the level of regulation to the level of transaction and
back is implemented. It means that regulatory measures shape the market transactions. However, market is
very dynamic and continuous innovations are encountered there, so the regulation level is also under the
direct influence of market transactions.
Lastly, the bottom part of the model is the place of the transaction and its cost variables, which, according to
Williamson 45, are the reason for market failures. The everyday world is at a constant demand for regulation
due to the market failures. Assumedly these failures result from the same transaction costs – inevitable part
of the human nature to err. The standard model of regulation rests on human intelligence, which is limitedly
rational, opportunistic, and performed under the uncertainty and asset specificity.
Having set this standard regulation framework and explained its elements within the theoretical context of the
ontology of law and institutions, methodological framework is required for the illustrative research of the
failures within this framework. Resulting conclusions will lead to development of the conceptual failure-free
regulation model.

2. Methodological framework for the illustrative research of the standard regulation model failures
This part of the paper develops methodological approach to the research of the standard regulation
framework failures, thus completing the second task. In order to achieve it, the first sub-part introduces the
basic methodological assumptions whereas the second sub-part justifies the research methods used and
describes the limitations of research.
2.1. Basic methodological assumptions
The failure of standard model of regulation is beyond reasonable doubt and thus does not require any
additional evidence. The pricing system is assumed to work with cost 46, which sometimes is at its extremes.
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Having it said, the research question raised in RoboLaw 47 report “whether new regulation is needed or the
problems posed by robotic technologies can be handled within the framework of existing laws” is rather too
obvious. Whatever laws are adopted within the limits of standard regulation model, it will work with the cost
deriving from the inevitable risk of market failures. As long as there are irrational and opportunistic regulators
and market players, transacting in the uncertain market and with scarce resources, there will always be the
perils of regulatory capture, rent seeking, restrictions on entry or boundaries of innovations, higher prices
and fewer choices, etc., as described by Koopman and others 48 in more detail.
Thus, the modified research question is not “whether”, but “how” we should modify the standard regulation
framework to achieve the most efficient reconciliation of the law and technology.
The basis of the methodology applied to answer the question is the previously explained theoretical
assumption, that Transaction Costs (TC) are the sum of ExAnte costs (x) and risk (y) that ExPost costs (z)
might occur. If ExAnte protection measures fail and promisor is not performing as expected, the promisee will
be choosing to either sink the underperformance cost, or proceed with the enforcement of the initial promise
(or compensation thereof). Any of these choices are leading towards an asymmetry in the time, price and/or
quality of the initially expected value of the performed promise.
The direct gatekeeper of enforcement procedure is the judicial branch. The courts are the most frequent
receivers of the market failure cases. On the other hand, courts are enforcing the decisions of legislative and
executive branches too. Moreover, efficiency of the judicial branch has the major impact on the prevention of
ExAnte costs. Indeed, the more efficient and unavoidable the enforcement system is, the more it will serve
as a prevention tool, thus saving pre-transactional costs of drafting or protecting.
Thus, the analysis of a judicial branch performance alone is expected to provide sufficient data to describe
and explain the standard model of regulation failures and its consequences. Accordingly, legislative and
executive branches are excluded from the analysis herein. In sum, for the purposes of this paper, the failures
within the standard model of regulation may be sufficiently described through the lenses of time, price and
quality of the judicial branch performance. These findings, in turn, may be explained within the market
failures framework through the lenses of bounded rationality, opportunism, uncertainty and asset specificity.
Furthermore, it is assumed that the standard model of regulation may fail in four transition points between
the ontological levels of law and institutions. First of all, the regulators may fail to interpret their discretion
boundaries (values-to-regulation transition). Then regulators may abuse or fail to use their power (regulationto-transactions transition). The third one involves the failure of regulators to interpret the market signals
(transactions-to-regulation transition). Lastly, the powers given to regulators may be abused or failed to be
used for anchoring of the fundamental values of a given society (regulation-to-values transition).
Assumedly these regulation failures result from the same reasons as the market failures. The standard
model of regulation rests on human intelligence regulating other humans. Despite the delegated powers, it is
the human nature to err. Therefore regulators are also limitedly rational, opportunistic, and are performing
their rights and duties under the conditions of uncertainty and asset specificity. Human actors at the middle
and bottom levels are behaving rather with the same intelligence and behavioral capacity, although with the
different type of transactions 49. In other words, it doesn’t matter how many governmental branches, agencies
or super-agencies will be at the regulation level; as long as there are humans involved, the regulation will not
be failure-free. To summarize, the standard model of regulation in practice may look like in the Figure 7.
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Figure 7. Standard model of regulation in practice

2.2. Research methods and limitations
Having limited this research to the performance of the judicial branch, the object of this research is the
efficiency of the judicial branch’s performance. The type of research performed is descriptive (describing the
data through the lenses of time, price and quality) and explanatory (explaining the data within the logic of
market failures framework). Within these boundaries of the research, the two-tier methodology was
developed.
First of all, in order to “portray an accurate profile of persons, events or situations” 50, the descriptive
observation of the time, price and quality of the judicial branch performance is presented. Having limited data
accessibility and due to the experience in the field 51, this observation is limited to the performance of
Lithuanian courts. Based on these findings, the baseline volumes of time, price and quality variables will be
set and explained through the lens of the limitedly rational and/or opportunistic judgments made within the
uncertain environment and having the limited resources.
Assumedly, such desktop research data is sufficient to make a point dramatically and, in turn, it allows
describing and explaining the failures in time, price and quality variables through the lens of the limitedly
rational and/or opportunistic judgments made within the uncertain environment and having the limited
resources. Such findings are sufficient to describe and explain the failures of the standard model of
regulation.
Then, based on these findings, the technological forecasting is used to develop the conceptual failure-free
regulation model that facilitates innovation in the scenario 52 of technological singularity. This forecasting is
performed within two fields – its exploratory and normative sides, which are “joined more by a vision than a
reality” 53. Exploratory forecasting will allow moving forward into the future of regulation by forming a
continuation from the present. Normative forecast will allow identifying a possible, probable and/or preferable
end-point of regulation, and aims to construct necessary steps towards the desirable result 54.
The essential limitations of the research are related to the fact that none of fundamental values of society
(life, liberty and pursuit of happiness) have been analyzed. The analysis of transaction and its elements may
also extend with regard to the classification of its incentives, process of decision to act, its consequences

50
M. Saunders, et al., Research Methods for Business Students, 3th ed., (Upper Saddle River, N.J.: Prentice Hall, 2009); C. Robson,
Real World Research, 2nd ed, (Oxford: Blackwell, 2002).
51
Author is partner at Law Firm Viliusis & Astromskis; practicing law since 2004.
52
A scenario is defined by many authors as – a description of a possible future situation (conceptual future), including paths of
development which may lead to that future situation (H.Kosow et al., Methods of Future and Scenario Analysis: Overview, Assesssment,
and Selection Criteria, (Bonn, Germany: Deutsches Institut Fur Entwicklungspolitik, 39, 2008)).
53
Id.
54
B. Onal, Designing for/from the Future. Experiences, Methods, and Debate, (Stockholm, 2009), available at: http://soda.swedishict.se/3866/1/basar_MFA.pdf, accessed on 01/05/2017.
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and other important aspects of transaction. The research partly leaves out the analysis of institutional setting
of all the regulatory (legislative, executive and judicial) bodies; causes and consequences of the regulation
decisions. These aspects are also important for solving specific issues related to the modeling of regulation.
Notably, after practical intervention into the standard regulation model, the market will have to adapt and the
results of new regulations will be manifested only after certain time period. Therefore, the effects of new
regulatory framework may only be implied and observed while non-existing through theoretical modeling and
experiments. However, the aim of this research limits itself only to development of conceptual approach on
the basis of which the new regulatory framework is justified, dissociating from testing of its efficiency or
evidence of exposure. The full and empirically sound testing of new regulation model is an object of future
research agenda.
The limitation of data chosen to illustrate the approach to regulation is manifested by assessment of data
received only from judiciary practices of Lithuania, thus excluding legislative and executive branches from
the analysis. The Lithuanian judicial branch practice may be seen as too distant from general illustration.
Moreover, due to personal involvement in the legal market, there is a hermeneutical risk that interpretation
given might be biased and thus differ from the rational understanding. However, the data chosen are used
solely for the illustration of the approach to regulation, having the logical reasoning as the main technique for
the development of new regulatory framework. Moreover, despite personal involvement, the interpretation of
data is provided in the utmost ethical and objective manner. Accordingly, the representativeness of the data,
hermeneutical risk and other limitations is assumed to have no major impact to the validity of conclusions.

3. The explanation of the failures of standard model of regulation
This part of the paper describes and explains the volumes and nature of the standard regulation framework’s
failures, thus solving the third task of this research.
The court system of the Republic of Lithuania is made up of courts of general jurisdiction and courts of
special jurisdiction. The Supreme Court of Lithuania (1), the Court of Appeal of Lithuania (1), regional courts
(5) and district courts (49) are courts of general jurisdiction dealing with civil, criminal and some
administrative cases. The Supreme Administrative Court of Lithuania (1) and regional administrative courts
(5) are courts of special jurisdiction hearing disputes arising from administrative legal relations. There is also
a Constitutional Court of The Republic of Lithuania, which ensures the supremacy of the Constitution within
the legal system. However since public has no direct petition right, this court is excluded from current
analysis.
There were 775 judges serving in the courts of general and special jurisdiction in 2016 (765 in 2015, 753 in
2014). During the year 2016, courts of first instance received and solved 315.681 civil, criminal and
administrative cases. On average single judge in the regional court is solving 599 cases per year (626 in
20015m 592 in 2014), or 2,38 cases per one workday (2,49 in 2015; 2,35 in 2014) 55 Such load of cases is
held to be big and has twofold consequences. According to the chairman of the Supreme Court of Lithuania
Rimvydas Norkus 56, on one hand, it may be treated as a sign of trust in judicial system and legal procedure.
On the other hand, it may be treated as a sign that society is losing the capability to solve their disputes
peacefully, without judicial intervention. Having portrayed a basic profile of Lithuanian court system profile,
the time (speed), price and quality are described in details below.
The speed of litigation in civil and criminal cases in the Lithuanian courts is rather stable and slow. Despite
the nature of a case (civil, criminal or administrative), one will have to spend on average 1-2 years in courts
before receiving the final and adjudicated decision. Of course, there are many exceptions, different cases
and courts’ however the average durations of procedures may be summarized in the Figures 8 and 9 below:
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National court administration, Review of Courts Activities in 2016, (2017-03-31), available at http://www.teismai.lt/lt/teismusavivalda/teismu-ir-teismu-savivaldos-instituciju-veiklos-ataskaitos/198 accessed on 01/05/2017
56
National court administration, Review of Courts Activities in 2015, available at http://www.teismai.lt/lt/teismu-savivalda/teismu-irteismu-savivaldos-instituciju-veiklos-ataskaitos/198 accessed on 01/05/2017
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Figure 9. Length of the procedures in criminal cases

In 2016 a regular civil case started in the district court would last for 361 days (1 year) in total, if all instances
are used (456 days in 2015; 438 days in 2014). However, in case of high-value matter or due to other
specific reasons, the case has to be started in regional court acting as a court of first instance, then the
length of the procedures might be expected to last for additional 331 days, that is – 692 days or almost 2
years in total (653 days in 2015; 687 days in 2014).
The criminal proceedings should last relatively the same amount of time. When a prosecuted case reaches
the court, one might expect to spend a total of 380 days (1 year) in courts of all instances (if used) (403 days
in 2015; 385 days in 2014). These numbers, of course, represent only time spent in court, excluding the
length of prosecution, which is out of the scope of this research. However, if a case for the severity of a crime
or other specific reasons has to be started in regional court as a court of first instance, then the length of the
procedures might be expected to last for additional 281 days, that is – 661 days or almost 2 years in total
(717 days in 2015; 698 days in 2014).
Administrative cases are solved mostly within two instances. However, the length of procedures in 2016 has
reached the same almost 2 years in total, with 342 days spent in regional administrative court and 304 days
in the Supreme Administrative Court of Lithuania.
The conclusion may be drawn from this statistics that courts are serving the slow legal process and the more
complex the case is, the slower is the judiciary.

Millions

The price of the judiciary (excluding Constitutional Court of the Republic of Lithuania) in 2016 was almost 78
mln. EUR (i.e. more than 100.000 EUR per judge annually) and it has been constantly growing (75 mln. EUR
in 2015; 68 mln. EUR in 2014) 57. Most of the expenses cover salaries of the judges and other judicial staff.
The data of the court system’s expenses may be summarized in the Figure 10 below:
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Figure 10. Cost of the court system of the Republic of Lithuania
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Of course, these numbers represent only the expenses of courts and do not include the expenses of police,
prosecutors, military and other bodies, which aim is to protect society from market failures. The analysis of
these expenses is not within the scope of this paper and therefore will be discussed in future works.
Despite the relatively narrow field of analysis, the note on the accessibility to the court system should be
provided. According to the recommendations regarding fees of lawyers in civil cases, the maximum amount
for the claim in civil cases is EUR 1983, which is equal to allmost 2,5-month average salary in the country 58.
Thus in order to have an average claim filed, an average earner will have to provide a labor worth of 1,2
months. The full litigation of average case through all the instances might cost 6-12 months of labor. It
should also be noted that most of the households (53%) couldn’t afford paying unexpected expenses 59, thus
the judicial services remain basically inaccessible to them.
Having it said, the judiciary is a costly organization to maintain and due to the costs of lawyers - hardly
accessible to an average earner.
The quality of judiciary is one of the major concerns of the National Court Administration 60. In 2016 it
approved the quality standards of court decisions, which is regarded as big achievement. However, these
standards concern only the rhetorical functions of court decisions, rather than issue of judicial error.
It should be noted in the context of judicial error that almost 4 out of 10 decisions or rulings of the court of
first instance are quashed or changed in both – civil and criminal cases. The Supreme Court of Lithuania
reverses more than half of appellate court’s decisions / rulings in civil cases and more than four out of ten
decisions in criminal cases 61. Moreover, as illustrated in the Figure 11, the number of errors has remained
relatively stable throughout the last three years.
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Figure 11. Court errors in civil and criminal cases

However, since the Supreme Court of Lithuania is the court of last instance, there is no way to assess if all of
its decisions or rulings are error-free. However the statistics of the European Court of Human Rights, where
the selected cases having exhausted domestic remedies are reviewed carefully, clearly shows the probability
of errors in decisions of the Supreme Court of Lithuania, too.

58

Which was 822,80 EUR at the last quarter of 2016 (Statistics Lithuania, https://osp.stat.gov.lt/web/guest/pradinis , accessed on
01/05/2017.
59
Statistics Lithuania, Report on Income and Living Conditions 2015, available at: https://osp.stat.gov.lt/services-portlet/pub-editionfile?id=23858 , accessed on 01/05/2017.
60
See footnote 55.
61
Id.
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Lithuania has had a total of 140 judgments before this court, where 103 judgments were in favor of claimants
and at least one violation of the European Convention of Human Rights and its protocols was found. Most of
these were violations of the length of proceedings (27) and right to a fair trial (25) 62. In 2016 it was
determined that 13 judgments out of 22 cases tried before the court contained violations. Most of these
violations are regarding the right to a fair trial (4) and lack of effective investigation (4) 63. Although these
cases might be seen as exceptional, however they clearly expose the flaws in the judicial system as a whole.
This, in turn, allows us concluding that some of the decisions and rulings of the Supreme Court of Lithuania
might be erroneous, adopted without any real and effective possibility of review.
Thus the quality of decisions is far from being tolerable. The courts, having the monopoly of justice and thus
no margin for error, are making mistakes in more than four cases out of ten. Thus, the risk of judicial error is
high.
To summarize, the judiciary is slow, expensive and erroneous. This, in turn, evolves into the distrust of legal
system, demands high ExAnte investments, precludes some transactions to appear at all and stimulates
opportunistic behavior of persons, who are willing to abuse the trust by making use of the judicial uncertainty
and specificity.
Obviously, the standard model of regulation is insufficient in terms of costs, speed and quality. It should be
emphasized that most of the regulation models and strategies rest on human reactions and decisions,
integrating the risk of human nature to err. Misaligned incentives of human being frequently serve as a
source of incomplete or not self-enforcing transacting, rather than the lack of suitable legal protections.
Unfortunately, most of the legal systems tend to rely on humans who try to anticipate what the other human
might do before they do it. However, neither legal, economical, kinetic nor digital firewalls will stop a
determined wrongdoer, exploiting vulnerabilities of humans. The post-breach reactions also tend to rely on
humans, who are dealing with jurisdictional fragmentation and attribution of behavior.
These findings also suggest that it is irrelevant how much standard model of regulation has institutions that
are supposed to check and balance each other. As long as irrational and opportunistic humans are involved,
the regulation failures will be caused by the same reasons as the market failures. Thus the urge to diminish
rapidly these transaction costs of regulation through the reinvention of one is obvious. The problem is that
we can‘t deny human kind its nature to err and human enhancement is a highly controversial option.
Therefore, the sole possible alternative is to look for technological solutions that would allow replacing or
decreasing human involvement in the regulation field. Clearly, the regulation level needs the nuclear
breakthrough in computing power and intelligence of the technologies used for law in data-driven world.

4. Conceptual failure-free regulation model in the context of technological singularity
This part of the paper develops the conceptual failure-free regulation model in the context of emerging
technological singularity, thus solving the fourth task of this research. In order to achieve it, the first sub-part
introduces the trends in the field of technologies of the law, thus performing the exploratory forecasting role
of the research. The second sub-part introduces the conceptual context of the technological singularity
scenario, thus performing the normative forecast to identify a possible, probable and/or preferable end-point
of regulation. The third sub-part reviews the cyber-security issues related to the technological singularity.
The overall analysis will allow developing the conceptual failure-free regulation framework (SmartLaw).
4.1. Genesis of the legal technologies
Since the major writings of Coase, Williamson, and other major scholars of transaction cost theory, the world
has changed considerably. The rapid and exponential growth of data, its computation and storage capacity
have led to the recent rise in legal technologies (LegalTech) and evolution of new search, drafting and
control techniques. The technological changes are so rapid and the impact is so deep, that the very nature of
transacting has considerably changed.
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The trends of the LegalTech industry are promising. The list of LegalTech companies on AngelList 64 has
been expanded from 15 companies in 2009 to 1532 companies in 2017. However, despite the recent
industrial growth, the idea of artificial intelligence use in law is far from being new in the academic discourse.
Shortly after Konrad Zuse had built his first programmable computer in 1941, the idea of artificial intelligence
began its shift from fiction to science. Started with the seminal McCulloch and Pitt 65 paper “A Logical
Calculus of the Ideas Immanent in Nervous Activity”; followed by “Turing test” 66 and Dartmouth Summer
Research Project on Artificial Intelligence in 1956, the field of artificial intelligence studies has been widely
accepted as a field of science rather than fiction, and has captured some of the greatest minds since. At the
same time, lawyers started their discussion on the use of artificial intelligence in law 67.
The works of Loevinger 68, Allen 69, Mehl 70, for example, could be regarded as the introduction to scientific
and practical researches in this field, but the onset of application of artificial intelligence in law is usually
related to the article by Buchanan and Headrick 71 ”Some speculation about artificial intelligence and legal
reasoning“. The practical experiments of synthesis of artificial intelligence and legal processes on the ground
of these conceptual ideas did not take long. Such were the projects of McCarty 72 TAXMAN or Stamper 73
LEGOL. Of course, the interdisciplinary scientific researches continued developing in various directions. The
works of Hafner 74, Gardner 75, Rissland 76, Sergot et al. 77 are considered to be influential scientific works in
the area of artificial intelligence and law.
The International Conference on AI and Law (ICAIL) was started in 1987 and continued annually. Since then
it has become the main forum of application of artificial intelligence in law. These conferences resulted in
establishment of the International Association for Artificial Intelligence and Law (IAAIL) and start of the
Artificial Intelligence and Law Journal. It did not take long for the movement to involve not only the USA, but
also Europe (e.g.. JURIX conferences), Japan (e.g., JURISIN workshop) and other countries.
Thus, academic discourse on artificial intelligence and law is celebrating more than 50 years of development.
However, so far only primitive artificial intelligence systems have been found in legal practice. As Isaac
Asimov has predicted with the punctilio of accuracy, robots are neither common, nor very good in 2014, but
they are in existence 78. Thus the cognitive skills of superior level characteristic to the lawyer’s profession are
unattainable for the systems of artificial intelligence yet.
Nevertheless, the rapid technological development 79 and the current market trends (such as Google
quantum supercomputer, digital copy of oneself 80, etc.) suggest that primitive artificial intelligence is gaining
new properties and abilities that very soon will surpass their human counterparts. This process is
accelerating. It is recognized in scientific literature that the latest technologies are and will continue changing
the legal industry essentially.
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Even having really limited capabilities, the first generation of LegalTech has already disrupted the legal
market 81, and applications for using artificial intelligence are rapidly growing. From a chat-bot that gives
advice whether you have to pay your parking ticket 82, artificial intelligence-enabled document creation or
review 83, dynamic contracts or compliance management 84 to algorithms that predict decisions of the
European Court of Human Rights 85 or the US Supreme Court 86. In 2012 New York District Court issued the
judicial opinion in a pending federal case, Da Silva Moore v. Publicis Groupe, where the use of e-discovery
has been officially endorsed in the US: “Computer-assisted review appears to be better than the available
alternatives, and thus should be used in appropriate cases.” 87
Accordingly, academically trained attorneys are increasingly being replaced by technology used to analyze
evidence and to assess its relevance for investigations, lawsuits, compliance efforts, and more 88. For
example, the Law Firm Baker & Hostetler has announced that they are employing IBM’s AI Ross 89 to handle
their bankruptcy practice, which at the moment consists of nearly 50 lawyers. 90
One of the primary reasons for such increase in LegalTech is due to the increased accessibility to neural
networking models and other probabilistic algorithms. Further automation of law is streaming especially to
quantitative legal prediction 91, machine learning 92, and other fields of scientific and practical legal problems.
Professor Richard Susskind predicts unprecedented upheaval in a profession where the working practices of
some lawyers and judges have changed little since the time of Charles Dickens. According to him, there will
be anything dramatic, but there will be incremental transformations in such areas as methods applied to
review legal documents, to assess legal risk, and to make decisions 93.
Taking into account the probability that artificial intelligence might transcend the human one, the trend of
legal technologies development allows hoping for digital option that would preclude perils of human nature to
err and overcome problems of jurisdictional fragmentation and attribution of behavior. This, in turn, would
allow elaborating the technological tools to foster the accessibility to justice and quality of regulation. That is,
the following hypotheses were made:
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1)

The accessibility of justice will increase if the time required for analysis and drafting of legal
documents is reduced;

2)

The quality of regulation will increase if irrationality and opportunistic behavior of humans decrease.

These propositions are accepted as basic research assumptions, object for future proving. However, for the
purposes of this paper it is generally assumed that the accessibility of justice (thus – efficiency) and quality of
regulation will increase if the need for human intelligence and actions in regulation field decreases. It is also
assumed, that this may be achieved only through invasion of autonomous intelligent legal technologies.
4.2. The Context of Technological Singularity
Singularity defines “the destiny of the human-machine civilization” 94. It starts with the moment in time and
velocity (power) of computation, when artificial intelligence becomes equal to a human intelligence, and
transcends towards the post-humanistic era.
The Singularity and its law of accelerating returns 95 essentially are an economic theory and a powerful driver
of transforming, as Kurzweil states, “every institution and aspect of human life, from sexuality to
spirituality” 96. Therefore, it also may be viewed through the lens of the new institutional economics.
Moreover, singularity is also a transcendence phenomenon, since it allows us transcending the limitations of
human intelligence and biological bodies, thus empowering us to gain power over our fates:
Our mortality will be in our own hands. We will be able to live as long as we want (a subtly
different statement from saying we will live forever). We will fully understand human thinking and
will vastly extend and expand its reach. By the end of this century, the nonbiological portion of
our intelligence will be trillions of trillions of times more powerful than unaided human
intelligence 97
Indeed, the Moore’s law, stating that the capacity of computer processors doubles every 18 months, has
proven to be quite accurate so far. All of the foregoing is influenced by the change in human knowledge
levels, or rather continuous increase of knowledge. The level of human knowledge doubled during the period
from 1750 to 1900’s. And since 1965, the level of human knowledge has been doubling every five years.
According to some predictions, the knowledge level shall double every 73 days from 2020 98.
As the knowledge level increases, people are becoming incapable of controlling and generating information
and data, thus computer programs are used as auxiliary tools in data mining. Large flows of information and
data require more powerful computer (technological) systems 99. The powerful computer systems lead to the
growth of their advantage over humans. Therefore, the separation between capabilities of humans and
computer systems is constantly growing.
With the rapid growth of artificial intelligence capacities, their memory volume, self-training and creative
potential, the difference between the abilities of human and machine brain is decreasing, and we may switch
places in the future in this respect. Already, computer memory consists of elementary circuits, the number of
which is comparable to that of nerve cell connections in the human brain (about 10 trillion), and the speed of
their operation is higher than that of the human brains (billions of operations per second).
It is believed that artificial and human intelligence will be equal after 10-20 years, and then artificial
Intelligence will “outgrow” the human one. Kurzweil 100 has noted that faster and smarter (self-replicating and
self-organizing) chips will themselves accelerate the growth of power of computers. According to his Law of
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Accelerating Returns, we will achieve one human brain capability (1016 calculations per seconds) for $1,000
around the year 2023; and one human race capability (1026 calculations per seconds) for $1,000 around the
year 2049 101.
Kurzweil predicts that in 2029 artificial intelligence will pass a valid Turing test and therefore achieve human
levels of intelligence. He believes that in 2045, with the creation of superintelligence capable of selfimprovement, “technological singularity” will occur. This superintelligence shall undoubtedly be superior to
human intelligence; it will become autonomous and independent from the will of man 102. Softbank CEO
Masayoshi Son also predicts that the dawn of super-intelligent machines will happen by 2047 103. Of course,
there is no unanimous agreement if such scenario may be predicted on the ground of simple equation with
computational power, as Kurzweil and Son did. According to Russell 104, even with a computer of virtually
unlimited capacity, we still would not know how to achieve the brain’s level of intelligence.
Of course, such predictions might be seen as fiction, rather than science. However, many fictions of Jules
Verne, Isaac Asimov and other writers have proven to be accurate in many aspects of the current world.
Accordingly, the assumption of technological singularity should be seen as possible rather than utopian.
However, humans are yet irreplaceable in the field of intelligent activities. There is no super-intelligent
artificial system, having the ability to train itself, accumulate experience, make and explain rational decisions
of its own. However, the development of search engines, language processing and control systems, other
technologies, as well as the field of artificial intelligence seem to be very promising in the context of
diminishing transaction costs.
It should be reminded here that the operation of artificial intelligence is based on the achievement of
goals 105. The objectives of artificial intelligence are 106:
1)

to preserve itself in order to maximize the satisfaction of its present final goals;

2)

to preserve the content of its current final goals; otherwise, if the content of its final goals is changed, it
will be less likely to act in the future to maximize the satisfaction of its present final goals;

3)

to improve its own rationality and intelligence in order to improve its decision-making, and thereby to
increase its capacity to achieve its final goals;

4)

to acquire as many resources as possible, so that these resources could be transformed and put to
work for the satisfaction of the artificial intelligence’s final goals.

Accordingly, artificial intelligence systems may be (and are) used to diminish the negative impact of the
transaction cost variables, if such is its overall goal. That is, if the final goal of artificial intelligence system is
to diminish transaction costs, the system should be seeking, acquiring, preserving, and improving
intelligence, necessary to minimize the impact of irrational and opportunistic behavior in uncertain
environment with limited resources.
Moreover, it should be noted that it is not a discussion of tomorrow. Even the primitive artificial intelligence
systems that already exist and are consumed today significantly reduce transaction costs. The exponential
growth of the “digital universe” and technology makes it possible to record and analyze data at the molecular
level 107. The dream of having complete data and unlimited calculation capabilities may indeed come true.
Decisions made under these conditions have the real potential to be perfectly rational per se, thus
eliminating the bounds of rationality. Moreover, complete data and unlimited computation capabilities,
together with advanced forecasting methods, allow development of perfect future prediction and/or
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adaptation techniques. Thus the perils of uncertainty are eliminated. In turn, having unbounded rationality
and certainty of the future, the complete transacting may indeed be possible.
Of course, the presence of world-wide network of specific assets, 3D printing and other technologies may
eliminate the specificity of assets. Only the risk of opportunistic behavior of artificial intelligence system
remains the unsolvable issue.
Foreseeable singularity era comes with the success story of innovation, evolution and enhancement in all the
fields of human mental and physical activities. However it is also a story of existential risk, that we have been
warned by the Future of Life Institute 108 and by the open letter, signed by Stuart Russell 109, Peter Norvig 110,
Stephen Hawking 111, Elon Musk 112, Steve Wozniak 113 and over than 8000 other leading scholars in “ranges
from economics, law and philosophy to computer security, formal methods and, of course, various branches
of AI itself” 114.
In theory, the opportunistic behavior of artificial intelligence may be eliminated with the use of fictional three
laws for robots, set by Isaac Asimov in 1950 115. These principles, although fictional in 50’s, are often used in
the theoretical and practical development of today’s artificial intelligence systems 116. However, the danger
persists in humans, (i) who will be able (by law, or by hacking) to set the goals for artificial intelligence
system, (ii) who will have a “kill switch”, (iii) whose experience and intelligence will be used to teach
intelligent machine. That is, artificial intelligence system might do harm only if it has a biased goal, existential
fear and knowledge, wisdom and understanding learned from human behavioral experience.
This issue was extensively analyzed by Stephen M. Omohundro 117, who stated that even artificial
intelligence with the ability to play chess may be dangerous, if not properly designed. The artificial
intelligence system, developed without any special precautions from human intervention may oppose to
disconnection and try to break into other technological systems in order to create its own copy. The
improperly designed artificial intelligence system may try to acquire resources without regard to the safety of
others in order to achieve the goal for which it was designed 118. However, when properly protected from the
perils of mens rea or actus reus, the artificial intelligence systems may be harmless to the society, thus
eliminating negative impact of opportunistic behavior from the transactions. In turn, having eliminated perils
of opportunism and asset specificity, the self-enforcing transactions may also seem to be possible.
Therefore, having complete and self-enforcing transactions in the singularity age, the assumption of zero
transaction cost does not seem to be unrealistic, as founding fathers of transaction cost theory held it. New
technologies are (and will be) changing the search, negotiations and control stages of transactions,
altogether with the overall legal system.
Even the biggest sceptics, holding the singularity and post-humanism scenarios as a matter-of-science
fiction, cannot ignore the obvious fact that currently ongoing fourth industrial revolution is already
fundamentally altering every human transaction and institutions in the unprecedented ways. In its scale,
scope, and complexity, the transformations are unlike anything humankind has experienced before 119. Thus
although we are still in the early stage of the intellectual technologies development and, in fact, there is a
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probability that artificial intelligence will never transcend the human one, the ongoing technological evolution
trends exponentially towards the predicted singularity scenario.
Therefore, within the context of singularity scenario, undisputedly only intelligent machines has the real
potential to decide on thousands of legal cases (i) within the fraction of the second; (ii) using the unbiased
knowledge, wisdom and understanding of thousands of judges; (iii) for a cost of a penny. It is far more
efficient scenario than having one case solved (i) within the average period of 2 years; (ii) using the biased
knowledge, wisdom and understanding of a handful of judges; (iii) for a considerable cost much of the
average class can’t afford to have.
More complex group of issues is related to moral and ethical aspects of technological advancement. There is
no scientific consensus on many of these issues, with the range of opinions from technophobic denial to the
idea that only androids may be ethical 120. However, moral and ethical dilemmas deserve separate in-depth
research, thus they are left outside the scope of this paper.
Another group of complex issues is related to the security of cyber-dependent World. Besides the
technologies that evolve for the good of humanity, the cyber-security threats also evolve with the same
exponential scope. These issues also deserve separate in-depth research. However, moral and ethical
dilemmas are related to the top-level institutions and understanding of the fundamental values of society,
while cyber-war is the ongoing in the resource allocation, i.e. bottom level of the system. Accordingly, these
issues have to be reviewed at least on general level, setting the background for the future works.
4.3. General review of cyber-security issues
While one singularity narrative, presented previously, touts the benefits of the greatest technological
developments and bright future of cyber dependent opportunities, other warns the World of cyber-activism
(hacktivism), cybercrime, cyber-espionage, cyberwar and cyber-terrorism 121. Even cyber murder may
become a reality since cyber-dependent medical technology is a likely target. It is beyond any reasonable
doubt that cyber security of cyber ecosystem has become one of the major threats to the World 122.
The ongoing cyberwar does not require expensive soldiers, arms and ammunition. It is a war without any
territorial and geographic borders. It is a war of sophisticated algorithms operating from advanced, lightningfast computers. The exponentially increased use of software and digital services with asymmetrical
distribution of security measures possesses major economic and political threats. To name just a few,
cyberwars, espionage, ransomware, DDoS attacks, blackmail and fraud, phishing, large data leaks, and
other financially or politically motivated attacks have become an exponentially growing, unsolvable, everyday
problem of law and economics. Cybercrimes differ from traditional crimes, because perpetrators are more
difficult to track, economies of scale are larger and it is easier for cyber criminals to operate on an
international scale 123. The threat streams from private data of individual to the critical infrastructure and
governments. There is no immunity. Indeed, the World has been hacked and the chances of being caught
are small.
Some high-profile cyber-attacks are highlighting these risks and costs. In 2013 Target lost approximately 40
million credit and debit card accounts, costing Target approximately $250 million. In 2014, a hack at Sony
Corp. exposed Hollywood secrets. In 2015, the adult-themed, extramarital affair website Ashley Madison
was hacked exposing the personal information of some 32 million users 124. AdultFriendFinder followed with
412 million accounts loss in 2016. 1,5 billion accounts of Yahoo has been compromised in 2013 and 2014
attacks, LinkedIn has lost 165 million in 2012, Dropbox – 68 million in 2013 125, etc. The United States
government lost background investigation records of millions of current, former, and prospective federal
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employees and contractors, including the fingerprints of 5.6 million federal employees in 2014 attack that
lasted for several months 126. The 2016 breaches also included the Department of Homeland Security and
the Federal Bureau of Investigation 127.
According to “The Global Risks Report 2016,” from the World Economic Forum, detectable crimes in
cyberspace cost the global economy an estimated 445 billion USD in 2014 128. There were no signs of
slowing down in 2015 and a forecast for 2019 estimates up to 2 trillion USD 129. The trends of cyber security
incidents by attack type, time and impact were clearly summarized by IBM X-Force Threat Intelligence Index
2017 report 130 as in the Figure 12:

Figure 12: Cyber security incidents by attack type, time and impact (source: IBM X-Force Threat Intelligence Index 2017 report)

Nevertheless, the problem is much bigger. World is cyber-dependent. Airports, cars, hospitals, stock
markets, power grids are run by computers and these computers are shockingly vulnerable to cyber-terrorist
attack. An attack of sufficient strength could destabilize a country’s economic or military apparatus without
the need for armed conflict. This requires a completely different framework for prevention or response than
one for kinetic warfare, where physical actions are taken against physical targets. That is not to say that
casualties in cyberwar are impossible. Cyber attacks on power grids and communications have the ability to
cause kinetic effects directly, damaging physical infrastructure. For example, in March of 2015, Iran launched
a cyberattack against Turkey’s power grid that shut down power systems in over half the nation’s
provinces 131. Thus cyber attacks remain among the biggest threats to people, businesses, governments and
other institutions.
It should be emphasized that most of the cyber security strategies and regulation models rest on the human
reactions and decisions, integrating the risk of human nature to err. Indeed, only 48% percent of data
security breaches are caused by acts of malicious intent. Human error or system failure accounts for the
rest. 132 Verizon 2016 Data Breach Investigations Report 133 reveals that cybercriminals are continuing to
exploit human nature as they rely on familiar attack patterns such as phishing. 95 percent of breaches and
86 percent of security incidents fall into nine patterns. Sixty-three (63) percent of confirmed data breaches
involve using weak, default or stolen passwords. Most attacks exploit known vulnerabilities that have never
been patched despite patches being available for months, or even years. In fact, the top 10 known
126
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vulnerabilities account for 85 percent of successful exploit. All findings boil down to the human element.
Indeed, misaligned incentives of human being, rather than the lack of suitable technical protections are more
often a source of information insecurity 134.
Unfortunately, most of the cyber defense systems tend to rely on humans who try to anticipate what the
other human might do before they do it. However, neither kinetic nor digital firewalls will stop a determined
hacker, exploiting vulnerabilities of the humans. Post-breach reactions also tend to rely on humans, who are
dealing with jurisdictional fragmentation and attribution of behavior. On either stage, government faces
additional so-called “Going Dark” problem, which refers to situations in which government has legally
obtained the right to search certain devices but has no technical ability to carry out those orders of court 135.
Moreover, these problems and conflicts arise when government seeks to obtain information for the purposes
of investigating or thwarting crimes, but cannot bypass the encrypted information even when it has the
accompanying devices in its possession 136.
Typical attempts to improve cybersecurity through regulation involve enhancement of capabilities to collect
and share information about cybersecurity threats. However, cybersecurity regulation takes place within
complex ecosystems, where stakeholders from diverse societies, having distributed responsibilities, diverse
problems and challenges, make it difficult to initiate collective action. Therefore, cybersecurity is the sea of
paradoxes, where the choosing of one direction can be at the expense of another direction, while the
obligation of government is to go both ways 137.
The major cyber security paradox stems from the classical tension between security and privacy. In order for
governments to ensure cybersecurity, they need to access the data of individuals and organizations for
surveillance purposes. That is, capability to preclude or react to the cyber-attack increases as privacy
barriers decrease. Therefore security and privacy are opposite vectors, although the obligation of
government is to ensure both. The heated discussion about the legitimate balance between national security
and information privacy, intensified by the Snowden leaks, has been going on for several years. 138
This debate might be highlighted by example of the US Cybersecurity Information Sharing Act (“CISA”),
adopted in 2015, which has established a core real-time cybersecurity information sharing framework
between private entities and the federal government. While its goal may be commendable, CISA has been
criticized by inter alia Apple, Google, Amazon and Microsoft mostly with privacy, civil liberties and
transparency related arguments 139. The recent FBI and Apple encryption dispute in the San Bernardino
Case 140 has exposed the major critical arguments supporting both sides of the paradox. Government asked
Apple to create a backdoor to the iPhone 5C used in a 2015 San Bernardino terrorist attack that killed 14
people and seriously injured 22. Apple appealed arguing that government is asking for something that is too
dangerous to create 141.
These arguments were supported by many, including the United Nations High Commissioner for Human
Rights, who warned the FBI that unlocking a Pandora's box possesses the potential for "extremely damaging
implications" on human rights 142. Indeed, the Snowden leaks and other total surveillance attempts 143 have
clearly demonstrated that humans involved in regulation are also vulnerable to opportunistically misuse of
the private information collected. That is, distrust in personal data mismanagement extends to governmental
institutions, thus requiring for protection measures from human vulnerabilities.
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Thus, despite the growing amount of cyber security strategies, cases and research in the field, the problem
is far from solved. What is the desired level of protection of systems? How much (cross-border) collaboration
is necessary to fight cybersecurity? Who to fight to? What is the right amount of spending on cybersecurity?
What is the right level of visibility? Who should ensure the cybersecurity of systems? 144
Moreover, the technology, upon which all these strategies and security tools are developed, might very soon
be outdated. It is expected to meet 2020 with 24 billion interconnected devices, with different security
techniques and policy requirements applied by producers, thus making security challenges more difficult to
fulfill as it is hard to develop a generic "one fits all" security strategy or model 145. Clearly, for these and other
reasons cyber-dependent World is also in urge of a digital nuclear option, capable of swiftly inflicting
grievous damage while simultaneously safeguarding the cyber systems of its motherland 146.
Since security and privacy are at the opposite ends of the same problem, the digital Manhattan Project may
be developed either from the perspective of security or privacy. The first option involves a breakthrough in
computing power and intelligence of the technologies used for security of data-driven world. However, such
evolution would also open new possibilities for the development of hacking tools, as faster and smarter
technologies will be accessible to the wrongdoers, too. Moreover, technological singularity may not be
reached in another 30 years. Therefore, security perspective option will not be accessible soon enough and
(most likely) will not diminish the cyber security risks at the speed and scope needed for it to be treated as a
nuclear option.
The second option is to reinvent the privacy law. This perspective has some major deviations from the
technological advancement option described above. Security and privacy are opposite vectors, thus abilities
to preclude or react to the cyber-attacks increase as privacy barriers decrease, even with the status quo in
computation power and intelligence of the technologies. However, technological advancement is
exponential, while the development of privacy law remains linear and slow. Thus the governments are urged
to find a way for self-governance or to speed up, at a major scale, the regulatory procedures and decisions
thereof. Finally, the law may be changed with the stroke of a regular pen. Therefore privacy perspective
option is accessible and it may diminish the cyber security risks even with the status quo in computation
power and intelligence of the technologies. Moreover, it may solve an ancillary issue of the governance
efficiency.
Nuclear option in privacy law would require treating privacy not as a law, but rather as a privilege. This
perspective would open all private data to the system until the privilege to be forgotten is earned through a
trustworthy behavior. This option would be in alignment with the very idea of opportunism, which describes
the self-interest nature of people. The transaction cost theory is based on a presumption of opportunistic
behavior, since it is too costly (or even impossible) to determine in advance whether individual actor is
capable of acting opportunistically or not. General law, however, is based on the presumption of honesty,
which protects all the actors (including hackers) from intervention to their privacy, until there is enough proofs
of actual or potential threat to security. Thus nuclear option in privacy law would bypass “Going Dark”
problem and would ensure maximum security available with the use of status quo technologies.
Of course, there is an undefined set of third options, encompassing a mix of both: advancement of
technologies while sustainably reaching for a trust-free governance system that would allow decreasing
cyber security related privacy barriers. However, the general conclusion might be drawn that cyber-security
issues greatly relate to the same human nature to err due to their bounded rationality, (willfully) opportunistic
behavior in the uncertain environment, having limited resources. Thus general description of standard
regulation model failure is aligned with the specific description of hardships in regulating the cyber-security
issues. Accordingly, the conceptual failure free model, developed below, could be used to solve cybersecurity regulation issues too.
4.4. Conceptual failure-free regulation framework (SmartLaw)
It was assumed that the accessibility of justice (thus – efficiency), quality of regulation and security would
increase if the need of human intelligence and actions in preemptive and reactive regulation field decreased.
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It is also assumed that this may be achieved only through the invasion of autonomous intelligent legal
technologies.
However, nuclear option in regulation (and security) would also require an access to the unlimited personal
data. This, in turn, requires trust-free governance of the data collected – a cryptographic governance system,
which should be organized in a blockchain manner - both autonomously and in a networked-based collective
(distributed) nature, without any point of central control or single point of failure. Such technology, merging
cryptography with governance on a digital platform, if possible at all, might lead to the trust-free governance,
which embraces the emerging digital lifestyle.
Intelligent machines can be trained to constantly analyze patterns in order to identify any deviation in it,
much like a human counterpart does, just much faster, cheaper and in higher details of variations. Moreover,
it may constantly use existing data to learn and enhance its functionalities and cyber warfare strategies.
Using the logics of process mining methodology 147 to the transaction pattern analysis, such system could be
modeled as in the Figure 13 below.
Level of Fundamental Values of Society

Life
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Figure 13. Conceptual failure-free regulation framework (SmartLaw)

According to this model, all of the transacting data, which can be collected under such circumstances (from
subjective to objective data), would go to the trust-free database, where they would be supported and
controlled by the trust-free software system. Trained within the standards of fundamental values (life, liberty
and pursuit of happiness), it would autonomously analyze and model legal framework to prevent market
failures as much as possible, constantly learning and enhancing at the same speed and scope as the
everyday transactions evolves. The law might become smart, i.e. individualized and constantly adopting in
the real time situations. This proposition is in line with the suggestion that artificial intelligence could present
a solution to the issues of human error and slow response time 148. An artificially intelligent machine that is
capable of autonomously learning and performing defensive and offensive strategies is invaluable and
inevitable in the digital age. Moreover, the possibility of such framework is not a very unrealistic assumption
in the context of developments in legal technologies.

147
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2011), pp. 1-352; W.M.P. van der Aalst, et al., ‚Process Mining Manifesto‘, in BPM 2011 Workshops proceedings. - Lecture Notes in
Business Information Processing. Springer-Verlag, (2012), pp. 1-19.
148
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5. In lieu of Conclusions: “The first thing we do, let’s kill all the lawyers” (Shakespeare)
Shakespeare’s line from Henry VI ”The first thing we do, let’s kill all the lawyers” is a longtime cultural favorite
of the jokes about attorneys. However, soon it may not be an utopian proposition to consider. Not literally, of
course, however machines may be ones who will quash the need of lawyers in order to regulate free market
behavior.
This conclusion stems from the performance of the four-task set in the introductory part:
1)

The analysis of the inductive analysis of the standard regulation framework and its elements has
revealed that it has three levels. At the top level, there are fundamental values of society, linked to the
second level of regulation and back. The need for regulatory measures shapes the institutional setting
and it encompasses the setting of laws and lawyers. This level is linked to the level of transaction and
back. Transactions and their cost variables, causing the market failures, are at the bottom part of the
framework. Standard model of regulation rests on human intelligence, which is limitedly rational,
opportunistic, and performed under the uncertainty and asset specificity. Thus, the first task of this
research is completed;

2)

The second task of this research was completed with introduction of basic methodological
assumptions, justification of research methods, and description of limitations.. The descriptive and
explanatory research was limited to the efficiency of the judicial branch performance. However the
data and methods chosen were sufficient to illustrate the approach to regulation, having the logical
reasoning as the main technique for the development of new regulatory framework;

3)

The description and explanations of the volumes and nature of the standard regulation framework
failures have revealed that (i) the standard model of regulation is insufficient in terms of costs, speed
and quality; and (ii) as long as there are irrational and opportunistic humans acting in uncertain
environment with the limited resources, this model will encounter regulation failures. By concluding
that the sole possible solution is to look for technological solutions that would allow replacing or
decreasing human involvement in the regulation field, the third task of this research was completed.

4)

Finally, the conceptual failure-free regulation model in the context of emerging technological
singularity was developed, thus solving the fourth task of this research. The model is based on general
assumptions, that (i) the efficiency of regulation will increase if the need of human intelligence and
actions in regulation field decrease; and (ii) this may be achieved only through the invasion of
autonomous intelligent legal technologies; and (iii) in the context of probable singularity scenario, the
assumption of zero transaction cost does not seem to be unrealistic. Indeed, an autonomous and
safely designed artificial intelligence presents a solution to the issues of human error, slow response
time and costs hereof.

Obviously, the use of robotic tools enables to mine, analyze and share big sets of data with the punctilio of
accuracy, within the fraction of the second at very low costs. Using exponentially growing computational
power to analyze the impact of legal rules on the incentives, actions and results of transacting, it turns
possible for the system to create highly individualized and smart rule of law (SmartLaw), that allows to
achieve maximum efficiency (justice) to that individual and society as a whole; that is, to create a perfect and
alive system of law.
However, much more has to be done to validate the conceptual model in theory and practice. The speed of
institutional changes should be empirically re-tested in the context of disruptive technological development.
Moreover, the correlation between gracefulness of the incentives, actions performed and the result of
transactions has to be determined. Of course, more complete study of the cost, speed and quality of the
performance of all government branches would enrich the understanding of the regulation failures. Also
moral and ethical dilemmas, cyber-security and related issues deserve separate in-depth researches.
Therefore full and empirically sound testing of propositions that (i) the accessibility of justice will increase if
the time required for the analysis and drafting of legal documents decrease, and (ii) the quality of regulation
will increase if the irrationality and opportunistic behavior of humans decrease, is an object of future research
agenda.
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